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Abstract. We investigate the problem of coercion resistance in decen-
tralized voting scenarios. To overcome the barrier imposed by universal
verifiability we create a new form of a private channel. Our solution builds
on a new cryptographic primitive, Conditional Designated-Verifier Ring
Signatures, that combines the anonymity provided by ring signatures
with the controlled verifiability of strong designated verifier signatures.
Coercion resistance can be achieved by making vote validity conditional
to the use of the correct signing key, in a manner similar to using fake
authentication credentials. We encapsulate this primitive in a voting pro-
tocol and discuss its implications.
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1 Introduction

Electronic elections can be conducted like traditional elections or new ways
to vote can be invented. While we are far from securing supervised voting
[Ber+17], it is worth considering how can new technologies transform the election
paradigm.

One of the most interesting methods made possible by remote electronic vot-
ing, self-tallying elections, were proposed in [KY02], where voters can conduct
the elections themselves, without using or trusting tallying authorities. That
initial idea received many revisions and improvements |Gro04], with the most
efficient one being the Open Vote Network (OV-net)|[HRZ10|, which was imple-
mented on top of the Ethereum blockchain in [MSH17|. However, smart contracts
limitation restricted the number of voters to around forty. Recently, scalability
in the OVT was improved |[SGY20], at the expense of decentralization though.
Instead of using smart contracts for self-tallying, [SGY20] delegates the vote
counting functionality to an untrusted authority that performs it off-chain, but
provides the computation trace, so that the result can be verified by everybody.
This untrusted authority does not rely on private keys and as a result any entity
with enough local processing power can play this role.

As far as security is concerned decentralized voting schemes should have the
following basic properties [Kha+12]: Perfect ballot secrecy: In order to learn a
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voter’s choice all other participants must conspire. Self-tallying: All voters and
interested third parties can tally the election result from published data. This
property provides universal verifiability |Cor+16]. Dispute-freeness: The proto-
col avoids situations were one party (rightly) blames another for breaking the
protocol, without providing evidence to support it. This property is related to
accountability [KTV10|]. Fairness: No party can deduce partial results before
the voting period has ended. Robustness: The voting protocol and result com-
putation cannot be blocked by a corrupted party.

Coercion resistance in decentralized voting is not well researched. The reason
is that in such protocols, a coercer can be present during vote counting to ‘help’
its victim ‘correctly’ count the votes and at the same time make sure that his at-
tack succeeded - i.e. the coerced voter followed his instructions. In fact, [Che+10]
proves that universal verifiability cannot coexist with receipt freeness - a weaker
form of coercion resistance - unless private channels are available. This however
leaves open what can be achieved with private or anonymous channels.

The most practical framework to enable coercion resistance, was proposed
in |[JCJO05|, according to which a coercion resistant scheme should offer not only
receipt-freeness, but also defend against randomization, forced-abstention, and
simulation attacks. To achieve this goal, |[JCJ05| relies on the use of fake creden-
tials for vote authorization. During a registration phase, each voter obtains an
anonymous credential that must accompany her vote. Under coercion the voter
must create a fake but indistinguishable credential, to temporarily fool the co-
ercer that his commands were followed. However, during tallying only the votes
corresponding to the registered credential will be taken into account. This must
occur in a manner, not detectable by the coercer, while being publicly verifiable.
The assumptions of the JCJ protocol comprise an anonymous channel during
vote casting to thwart the forced abstention attack, a moment of privacy for
the voter to cast her real vote and that the registration authority is not fully
corrupted so that the credential does not leak to the coercer.

The JCJ coercion resistance framework has been applied to many protocols,
with the most recent one being [Gro+18|, where the coercion resistance func-
tionality has been embedded in a primitive called Publicly Auditable Conditional
Blind Signatures (PACBS). A previous version called Conditional Blind Signa-
tures was defined in [ZGP17]. In more detail, a registration authority, creates a
signature that embeds both credentials (registered and actually used) in a way
that makes it valid if and only if the same token is used in both phases. Then
the signature is checked by the designated verifier. Designated verifier signatures
were proposed in [JSI96], as a method to enable a coerced voter to cheat a co-
ercer. The signer (prover), instead of creating a proof that statement © is true,
creates a proof for © or ‘I know the private key of the verifier’. In strong desig-
nated verifier signatures, verifiability is not public and as a result the private key
of the verifier should be used during verification. A simple way to create them is
by encrypting the signature with the public key of the verifier. In |[Gro+18] they
are used in ‘reverse mode’: to notify the tallier if the vote should be counted or
not. In order to avoid adversarial registration and tallying authorities evidence in
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the form of non interactive X-protocols are provided. However, PACBS operates
in a centralized environment, were authorization and tallying are conducted by
two well defined authorities. A similar idea has been proposed in [PS17]| using
ring signatures and only a single tallying authority. However in that proposal
the coercion resistance mechanism remains unspecified.

2 Our proposal

We propose a new cryptographic primitive, Conditional Designated- Verifier Ring
Signatures (CDVRS), that extends PACBS in the decentralized setting. A desig-
nated verifier must still exist, however it is not required that there is an authority
that always assumes this role. We also describe how CDVRS can be used to pro-
vide coercion resistance in decentralized voting. Due to space limits, we provide
a unified description of CDVRS and the voting protocol. In the full version of
this work, we plan to separately and formally define and analyse them.

2.1 Setup

Our scheme operates in a group G of order ¢, where the DDH assumption is
supposed to hold. Instead of a registration procedure, we assume that each voter
has a credential consisting of a private part and its public counterpart. This
is a common assumption in all self-tallying schemes. In particular, we consider
n voters with private keys {sk, = x;}I'.; € Z, and corresponding public keys
{pk; = y; = g™}, € G. Votes are encoded as group elements. We also assume
two random oracles Hg, Hq that map binary strings to G, Z,, respectively.
Voters are arranged in rings and the votes of each ring are counted by a tallier
who acts as the designated verifier for the ring. A sortition mechanism, like in
|Gil4+17] can be used to assign voters to rings and select the tallier at random.
Alternatively, in the case where the protocol is executed over a Bitcoin [Nak09]
like blockchain the proof of work mechanism can be used. More specifically the
participants locally run an algorithm, until their output matches some charac-
teristics (e.g. number of zeros) of the proof of work target. These mechanism
have the goal to deter participants from conspiring to create rings and select a
designated verifier and will be explored in the full version of this work.

2.2 Voting

During vote casting, the voter decides on her choice m and signs it using CDVRS.
If the voter is under coercion she does not use her regular private key, but a
randomly selected one. In her moment of privacy (akin to [JCJ05]) she uses
her regular private key. As a result, a vote that is accompanied by an invalid
signature is considered coerced and therefore not counted. Signature verification
is not public, but tied to a specific verifier identified by a key.

We now describe the signing and verifying algorithms of CDVRS, which are
a combination of the schemes in [LWWO04; SWP04; [PS17]. The ring L, where
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the voter belongs, consists of ny, public keys, namely L = {y;}"%,. The signer’s
index in the ring is 7. We denote the designated verifier’s prlvate key by xp with
corresponding public key yp = ¢®>.

Signing In order to generate the signature for message m, the signer invokes the
Signgy_,1pk,, functionality which consists of the following steps:

— The signer computes h := Hg(L) and § := h®~ if the signature should be
valid and g := h” for x <-sZ, if not (coercion).

— The ring part of the signature is in fact a proof of the statement DLOG(y,) =
DLOGL(§) OR y, € L, which is Chaum - Pedersen X-protocol |[CP92]. The
voter follows |[CP92] for y, and simulates the rest of the proofs.

— The signer picks u <—sZ, and computes:

Cr41 = Hq(L>g7yDvgu7 hu’ m)

— Forie{m+1,..,ng,1,..,m— 1}, the signer picks s; s Z, and computes:

Ti = g"y;

Z; = h%g®

K, =yph

cit1:=Hq(L,9,yp,Ti, Z;, m)
— Finally, the voter computes s, := u — c;x, if she is not coerced or s, :=
u— ¢ if she is, and also computes T := ¢°~y5™, Zr := h*~ ", K, = y}5.

— The signature is Sigy,(m) := (c1, {73 }Z 1,{Z }7, 1,{K }z 1Y )

Verifying To verify the signature Sig; (m) = (c1, {13} %, {Zi}i5 {Ki}iE) the
designated verifier invokes the Vfr ., algorithm which:

— Recomputes h := Hg(L).
— For all group members indexed by ¢ € [ny] it computes:

Cit1 = Hq(La ga YD, Ea Zi7 m)
— The signature verifies if the following relations hold:

C1 = Cp+41
(Tiy; )™ = Ki Vi€ [ng]

Note that the ring part of the signature can be independently and publicly
verified. As a result, the coercer can learn if the signature belongs to the ring
(i.e. the correct private key has been used). This is a shortcoming, but it can
be dealt with, by converting the signature to a strong designated verifier signa-
ture through encryption of T;, Z; with the public key of the designated verifier.
The same applies to the pseudoidentity 7. As a result the signature becomes

Sigy,(m) = (Cla{EncyD(Ti) i= 1’{EnCyD( i)} i= 17{K }1 17EncyD(Q))
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2.3 Tallying

Subsequently the voter sends the pair m,Sig; (m) to the designated tallier. It
decrypts and validates the signatures and counts the votes corresponding to the
ones that are valid. Apparently, they post their partial tallies, and everybody
can merge the results and create the final tally. This can be done, publicly in a
manner similar to [HRZ10; SGY20|, by disclosing the computation steps.

After each tallier has it’s list of valid votes, she chooses a different private
key x for each entry of her list and publishes the public keys y = ¢* to an
authenticated public channel (e.g. an Ethereum smart contract). Let Y = {y;}%_,
be the list of all public key that correspond to all valid votes of all talliers. Each
tallier computes h; for each valid vote he received:

b — Hje{l,u- i—1} Y5

Hje{i+1,~~ kY Yi
And encrypts each vote v; € {0,1} using h;:
b =hit-g"

Finally, she publishes b; along with a proof of the correct construction of h; and
a proof that v; € {0,1} as in [HRZ10).
Self Tallying: Everyone can compute the result of the elections by computing V:

V = H b’i = H hfl . gvi = gzie[k] Vi
i€ k] 1€ k]

And then compute the discrete logarithm v = logg(V)7 which can be done in
reasonable time for the scale of a typical election.

In future work, we plan to define the threshold version of CDVRS to restrict
the power of the talliers.

3 Security issues and future work

This first draft leaves much to be desired. We now detail security issues and
assumptions we identify with this simple description.

Firstly, the security model of the CDVRS must be formally defined and
its security properties proved. More importantly the actions of the designated
verifier must be made auditable. We stress again that the reason a designated
verifier is required, is to implement the private channels required by [Che-+10] so
that coercion resistance is not impossible. If the conditional signature is publicly
verifiable then the coercer can himself check if it is valid, or not and hence if the
vote is counted. As a result his attack succeeds with certainty. However this has
the effect that the designated tallier should be trusted, which makes the scheme
unverifiable. For instance the verifier could disregard the signature completely
and decide to count the vote or not, like in [ZGP17]. This can be achieved using
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non interactive X-protocols as in [Gro+18|, to accompany all computations for
the verification of signatures. These prove that the verifier followed the protocol,
without leaking the secret information of whether the signature was valid.

Then the voting protocol must be also formally defined and analyzed. To
begin with, we must identify the minimal assumptions that are required for
coercion resistance. For instance, we must assume that the coercer is not tracking
the voter during the time the credentials were created. Such an assumption is
sound, for the following reasons: Firstly, if the coercer always controls the voter,
then the coercer essentially becomes the voter. Besides such an attack has a
limited scale. Secondly, the registration phase can take place independently of
the election, so coercion at that time makes no sense, as the issue of the election
is not decided yet. In a first attack, the coercer could require that the voter
discloses her private credential so that he compares the public counterpart on
his own in order to find out if he is deceived or not. This can be achieved by
creating the signatures through a trusted tamper - resistant hardware module,
so that the coercer cannot have access to the private key. Such tamper resistant
hardware modules have been used in many supervised e-voting schemes [HW14]
as well as in a blockchain based scheme [Dim19|. In order to notify this module
about whether the signature it must generate should be valid, an authentication
mechanism such as panic passwords from Selections [CH11|, could be used. When
the voter sets up the token, she provides the standard password and a set of
different passwords that indicate coercion. If the voter provides the standard
password, authentication is considered successful and the signature is generated
according to the protocol. If one of the registered panic password is provided,
then the module knows that the coercer is watching the voter and generates
an invalid signature, using a random private credential, without altering the
user experience, so that this case is not be distinguishable from normal user
interactions. Finally, in all other cases the module considers the authentication
process unsuccessful and requests the user to re-type the password. Another issue
with coercion resistance might be the choice of talliers. If the voter is unlucky
and her vote is sent to a counter corrupted by the coercer, then incoercibility
is lost for that particular voter. As we mentioned, coercion resistance is not a
property claimed for decentralized voting schemes. Except for the impossibility
result of [Che+10], another reason for this is that such schemes were usually
applied to boardroom voting scenarios, where there are only a few voters, which
know each other. This makes coercion easier to achieve.

Vote privacy is secured by the anonymity provided by ring signatures. The
voter identity is hidden inside the ring. As a result, the vote could be unen-
crypted which allows for versatility when it comes to the social choice function
that decides the winner. Another feature of ring signatures, is linkability, which
protects the system from double voting. If the voter reuses the same credential
the signatures become linked, and the vote should not be counted by the tallier.
However, we have sacrificed their public verifiability for coercion resistance, dou-
ble voting will be made known only to the designated verifier, who must provide
proofs for not counting a vote. Furthermore a malicious voter can send two votes
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to different verifiers and thus manage to double vote. Special care could be given
to thwart this attack.

Finally, in order to implement the above scheme a realization of a broadcast
channel is required. The most promising candidate for this is the Ethereum
blockchain, where voting schemes have also been implemented. It is an open
question if the primitives described in this paper, could be made compatible
with the restrictions posed by smart contracts.

All these issues will be explored in detail in future works.
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